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Disclaimer

Th is p re se n t a t io n  re fle c t s  t h e  vie w s o f it s  a u t h o r, w h ich  a re  n o t  n e ce ssa rily t h e  vie w s 
o f BOLI o r La n e  P o w e ll P C. 

It  is  in t e n d e d  t o  p ro vid e  g e n e ra l in fo rm a t io n  o n ly.  

It  is  n o t  in t e n d e d  t o  p ro vid e  a n y le g a l o p in io n s o r a d vice  a p p lica b le  t o  a n y p a rt icu la r 
s it u a t io n , a n d  d o e s n o t  c re a t e  a n  a t t o rn e y-c lie n t  re la t io n sh ip  w it h  a n y a t t e n d e e  o r 
re a d e r.

If yo u  w o u ld  like  m o re  in fo rm a t io n  re g a rd in g  w h e t h e r w e  m a y a ssis t  yo u  in  a n y 
p a rt icu la r m a t t e r, p le a se  co n t a c t  o n e  o f o u r a t t o rn e ys. Use  ca re  n o t  t o  p ro vid e  u s w it h  
a n y co n fid e n t ia l in fo rm a t io n  u n t il w e  h a ve  n o t ifie d  yo u  in  w rit in g  t h a t  t h e re  a re  n o  
co n flic t s  o f in t e re st  a n d  t h a t  w e  h a ve  a g re e d  t o  re p re se n t  yo u  o n  t h e  sp e c ific  m a t t e r 
t h a t  is  t h e  su b je c t  o f yo u r in q u iry.
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PRIVACY, CONFIDENTIALITY, 
and DATA BREACHES 

WHAT’S AT STAKE FOR EMPLOYERS?
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Concern No. 1  
Public Relations Problems

• Most states, including Oregon, 
require businesses to notify their 
“customers” as soon as possible if 
there has been a data security 
breach.  ( See ORS 64 6A.60 0 -
64 6A.628 .)

• De p e n d in g  o n  t h e  sco p e  o f t h e  
b re a ch , e m p lo ye rs  m a y a lso  b e  
re q u ire d  t o  n o t ify t h e  Ore g o n  
At t o rn e y Ge n e ra l.
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Public Relations Concern  
Real Life Adventure

• 08.24.2019 – Forbes :  “Instagram 
Security Warning: Millions At Risk 
From ‘Believable’ New Phishing 
Attack.”

“…t h is  is  a  p h ish in g  ca m p a ig n  w it h  a  
d e viou s t w is t …..W e  d on 't  like  t o  a d m it  
it ," t h e  re se a rch  t e a m  re p o rt s , "b u t  t h e  
c rooks t h ou g h t  t h is  on e  t h rou g h ."
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Speaking of 
“p h ish in g  a t t a cks” . . .   
w h a t  a re  t h e y?
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Concern No. 2 
Lawsuits!
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Real Life Adventure: Lawsuits Against 
Employers By Their Own Customers

• 10.03.2018 (Oregon) (alleged data 
breach):  

Cassadra Nelson, individually and on 
behalf of other customers (Plaintiff)

vs.
Burgerville LLC (Defendant)
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Real Life Adventure: Lawsuits Against 
Businesses By Their Own Employees

• Nov. 2018 (PA Sup. Court ) 
Employee class action re data 
breach. Found businesses owe 
their employees a duty to 
exercise reasonable care when 
collecting and storing personal 
and financial information .

Dittman v. UPMC
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Concern No. 3  
Medical Information & 
Records in the 
Workplace
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Medical Information and Records in 
t h e  Co m p a n y 
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(m e d ica l le a ve , w o rke r’s  co m p , 
d isa b ilit y a cco m m o d a t io n s…)



Real Life Adventure 
Possible HIPAA Violations

• For HIPAA -covered employers, an 
employee -caused data breach 
could also be a HIPAA breach

• If so, employer could be liable for 
sanctions and also required to 
provide notifications of the breach

• Depending on the scope of the 
breach, employer might even be 
required to notify the media
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Concern No. 4  
Employer 
Business 
Disruption
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Let’s Get Real… 

How Much Time Will It 
Take to Deal with a 
Privacy/Data Misstep or 
Breach?
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So… 
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Employer’s Four 
(Preliminary) Steps

1. Assess the employee -related privacy and data 
security risks.

2. Develop/revise employee privacy and data security 
policies that address and mitigate related risks.

3. Educate and train employees on compliance with 
the privacy and data security policies.

4. Implement and enforce employee -related privacy 
and data security policies.
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Step One: Assess Employee -Related 
Privacy and Data Security Risks

The information garnered from this 
employee -related privacy and data 
security risk assessment process is 
essential to create and implement 
workplace privacy and data security 
policies, practices, and training that 
most effectively fit and protect your 
workplace. 
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What Questions Should 
Employers Ask ?

• Employers should modify 
their assessment to best fit 
their particular 
circumstances

• In general, employers should 
include at least the following 
queries in their employee -
related privacy and data 
security risk assessment:
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• What policies are in place to make 
su re  t h a t  on ly e m p loye e s  w h o  n e e d  
t o  h a ve  a cce ss  t o  p riva t e  d a t a  h a ve  
a cce ss  t o  t h a t  d a t a ?

• Do e m p loye e s  h a ve  n on p u b lic  
w orksp a ce s  w h e re  t h e y m a y p riva t e ly 
d iscu ss  cu st om e r / b u sin e ss  m a t t e rs?

• W h a t  p a ssw ord  p o lic ie s  a n d  p ra c t ice s  
m u st  e m p loye e s  com p ly w it h ?
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• Does e m p loye r re q u ire  e m p loye e s  t o  u t ilize  
e n c ryp t ion  t e ch n o log y t o  p ro t e c t  p riva t e  d a t a ?

• Are  e m p loye e s  re q u ire d  t o  p rom p t ly re m ove  
a n d  se cu re  m a t e ria ls  from  p rin t e rs  a n d  fa x 
m a ch in e s?

• Do e m p loye e s  log  ou t  o f w orkst a t ion  
com p u t e rs , t a b le t s , a n d  la p t op s b e fo re  t h e y 
s t e p  a w a y?

• How  q u ickly (if a t  a ll) d o  e m p loye e  w orkst a t ion  
com p u t e rs , t a b le t s , a n d  la p t op s “a u t o  lock” 
w h e n  t h ose  d e vice s  a re  in a c t ive ?
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• Do e m p loye e s  t ra n sp o rt  p riva t e , w ork-
re la t e d  in fo rm a t ion  in  t h e ir ve h ic le s?

• Do e m p loye e s  u se  la p t op s a n d  o t h e r 
d e vice s  t h a t  con t a in  p riva t e , w ork-
re la t e d  in fo rm a t ion  a t  t h e ir h om e s, 
co ffe e  sh o p s, o r e lse w h e re  o ffs it e ?

• Is  p riva t e , w ork-re la t e d  in fo rm a t ion  
vis ib le  t o  cu st om e rs , vis it o rs  o r t h e  p u b lic  
a t  e m p loye e  w orkst a t ion s?
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• Do employees ve rify e -m a il 
a d d re sse s  a n d  fa x n u m b e rs  
b e fo re  t ra n sm it t in g  p riva t e  
in fo rm a t io n ?

• Ho w  (if a t  a ll) d o  e m p lo ye e s 
re p o rt  vio la t io n s o f 
Co m p a n y’s  p riva cy a n d  d a t a  
se cu rit y p o lic ie s?
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• Are employees aware that their co w o rke rs  a lso  
h a ve  p riva cy rig h t s  a n d  t h a t  t h e y sh o u ld  n o t  
a cce ss  e a ch  o t h e r’s  in fo rm a t io n ?

• Do  e m p lo ye e s kn o w  w h o m  t o  a p p ro a ch  w it h  
t h e ir p riva cy a n d  d a t a  se cu rit y q u e st io n s a n d  
co n ce rn s?

• Are  e m p lo ye e s t ra in e d  o n  
w o rkp la ce  p riva cy a n d  d a t a  se cu rit y?   
If so , h o w ?
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Real Life Adventure – Ransomware

If employer’s computer 
systems are infected with 
a ransomware virus, then 
employer may not be able 
to access data necessary to 
conduct business. 
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Anatomy of a 
Ransomware 
Attack
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Who performs the employee -related 
privacy and data security risk assessment?

A team leader : An individual with primary responsibility for coordinating and moving the assessment 
along

Stakeholders :  Employees who actually work with private information at your workplace (this should 
include HR representatives and other employees, as appropriate)

Someone to document the process :  Someone responsible for accurately documenting the good faith 
efforts employer undertakes to assess employment -related privacy and data security risks —and 
conclusions/actions

Appropriate tech experts : Someone knowledgeable about the data systems employer/employees 
currently use, current security measures, and related privacy and data security vulnerabilities 
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Assessment – Cost vs. Benefit?
• This employee -focused risk assessment seems like a ginormous 

investment of time and money:

• Investing the necessary resources to assess employee -related privacy and 
data security risks and to develop policies and practices to mitigate those 
risks is an investment prudent employers will undertake.  

• It may prevent a breach.

• Moreover , in the event of a privacy breach, liability might be higher if 
employer did not take reasonable steps to discover breach risks and 
mitigate against them.

• An ounce of prevention…
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Step Two:  Develop Employee -Related 
Privacy and Data Security Policies & 
Practices
• There is no one -size-fits -all group of 

employee -related privacy and data 
security policies and practices.  

• However , based on the information 
gleaned from the risk assessment, 
most employers will want to develop 
(or revise) employee -related policies 
that address at least the following 
employee -focused components:
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Every employee is responsible 
for privacy and data security 

compliance.

• Employer’s policies should 
emphasize that every 
employee is expected to be a 
team player dedicated to 
respecting and protecting 
employer, customer and 
coworker privacy and data 
security.

If you see something, say 
something.

• Make sure policies state that 
employees must immediately 
report suspected privacy 
breaches.  Your policy should 
identify who needs to be 
notified and how.

Retaliation prohibited.

• Policies should emphasize 
that (1) employees who make 
good faith reports of 
suspected privacy and data 
security policy violations are 
protected from retaliation and 
(2) employees who violate the 
“no retaliation” policy are 
subject to discipline up to and 
including termination.  The 
policy should also provide 
options for employees to 
report retaliation.  
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A “need -to -know” 
basis:

• Employer’s policies 
should help make 
sure that only 
employees who need 
to have access to 
private data have 
access to that data.

Workstations:

• Policies should help 
make sure that 
private information 
cannot be viewed by 
customers or the 
public.

Employer computers 
and devices:

• Policies should 
ensure that 
employees accessing 
private information 
maintain the privacy 
of that information 
(i.e., use of 
passwords, logging 
off when stepping 
away from 
computers, 
maintaining physical 
control of 
employment -use 
devices).

Use of copiers and fax 
machines:

• Policy should include 
employee protocols 
to make sure privacy 
is maintained (i.e., 
documents with 
private/sensitive 
information are not 
left unattended on 
copiers, etc.).
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Key Tip  
Manage Employee Privacy Expectations
• Employees who use employer’s technology for 

personal e-mails and texts may assume employer 
has no right to monitor that personal use.  But….

• …if employer has a written policy that expressly 
informs employees that employer reserves the right 
to monitor and review employees’ personal use of 
employer’s technology, and that employees should 
have no expectation of privacy regarding such 
personal use, such a policy may overcome an 
employee’s objection to such review and monitoring.
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Another Key Tip
Have a Social Media Policy 

Social Media Policy should inform employees how their use of 
social media may impact such things as:

 Com p a n y’s t ra d e  se c re t s ; 
 Con fid e n t ia l cu st om e r in fo rm a t ion ; a n d
 Em p loye e  rig h t s  t o  b e  fre e  from  h a ra ssm e n t  a n d  re t a lia t ion . 

BUT …m a ke  su re  soc ia l m e d ia  p o licy d o e s  n o t  
vio la t e  e m p loye e  rig h t s—su ch  a s  t h e  rig h t  t o  
fre e ly e n g a g e  in  “con ce rt e d  a c t ivit y” re la t e d  t o  
t h e  t e rm s a n d  con d it ion s  o f e m p loym e n t  a n d /o r 
w h is t le b low in g  rig h t s .  
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The following employee social media 
policies are probably appropriate:
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Encourage employees to 
be vigilant online to 

avoid being tricked into 
disclosing confidential 

information.

Encourage employees to 
notify management of 

Company safety or other 
concerns.

Remind employees of 
the manner in which 

they may report 
Company concerns to 

management.

Remind employees that 
they are prohibited from 
bullying, discriminating 
and retaliating against 

their coworkers.

Prohibit employees from 
representing in social 

media that the 
employees speak for/on 
behalf of the Company.



Word of Caution  
Social Media and Hiring Decisions
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At first blush, it might seem that those persons who make hiring decisions for 
employers should do some “Googling” to determine if job applicants’ social 
media postings contain information relevant to application.  

Some job applicants post things on social media that could reflect badly on 
their ability to perform their jobs.  

But some job applicants also make information available online that 
employers should not consider as part of the hiring process.



• e t h n ic it y a n d  n a t io n a l o rig in
• w o rkp la ce  in ju rie s  a n d  in fo rm a t io n  a b o u t  w o rke r’s  

co m p e n sa t io n  c la im s
• w o rkp la ce  co m p la in t s
• u n io n  a ffilia t ion  a n d  o rg a n izin g  a c t ivit ie s
• re lig io u s  a ffilia t ion  a n d  p ra c t ice s
• fa m ily s t a t u s
• g e n d e r id e n t it y
• se xu a l o rie n t a t io n

It  is  n o t  u n u su a l 
fo r jo b  

a p p lica n t s’ so c ia l 
m e d ia  p o st in g s 
t o  co n t a in  t h e  

fo llo w in g  t yp e s 
o f in fo rm a t io n :
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Th e  lis t  o f su ch  in fo rm a t io n  g o e s o n  a n d  o n .



Best Practices
Hiring in the Age of Social Media
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• Human resources professionals should be better able 
to focus solely on nondiscriminatory information .

• Be consistent .  If employer decides to review job 
applicants’ public social media postings, make that 
the practice for all jobs (or at least, for all the same 
positions). 

• Print it .  If employer decides to take adverse action 
based on an applicant’s (or employee’s) social media 
posting, print and maintain a copy of that posting.  
That way, if the posting is later deleted, employer will 
have a copy available to show the legitimate, lawful, 
nondiscriminatory basis of its decision.



Step Three :  Train Your Employees 
to Comply With Privacy and Data Security 
Policies & Practices

Even the most clearly written and comprehensive policies 
on employee -related privacy and data may not be effective 
unless employees are not only required to review those 
policies but are also given adequate and thorough training.  
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Make it part of new -hire 
orientation.

• New employees can be 
overwhelmed by the 
sheer volume of 
information that comes 
with a new job.  
Nonetheless, be sure to 
include privacy and data 
security policies and 
practices as part of new 
hire orientation.

Make comprehensive 
training an 

annual event.

• Because of the frequent 
changes in technology 
and privacy laws, it can 
be hard to keep up.  
Employers should 
provide comprehensive 
refresher training on 
privacy and data 
security policies and 
practices at least 
annually.

Provide
mini -updates.

• Include 5 - to 10-minute 
updates on a specific 
area of your privacy and 
data security policies at 
weekly, bi -weekly, 
and/or monthly staff 
meetings.  This helps 
employees remember 
how important privacy 
and data security is to 
employer.
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Document each 
training session:  

It cannot be 
overemphasized 

how important it is 
for employers to 
maintain timely, 

complete, and 
accurate records 

of the privacy and 
data security 

training provided 
to employees.

• Have employees sign and initial policies —and 
maintain a signed/initialed copy.

• When employer provides training to employees on 
these policies, make sure every employee who attends 
that training signs and dates a document to evidence 
their participation in such training.  

• If employee is disciplined for violating employer’s 
privacy and data security policies, this documentation 
can be evidence that the adverse employment 
decision was not for a discriminatory or retaliatory 
reason.  
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Low -Tech Takeaway
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Sticky Note

On workstation computer monitor, place a 
sticky note that states:  Stop and Think 
Before You Click That Link .

It ’s  a  p e rs is t e n t  re m in d e r t o  h e lp  a vo id  a  
ra n so m w a re  o r o t h e r m a lic io u s so ft w a re  
a t t a ck b y t a kin g  a  w a ry lo o k a t  t h e  e -m a ils  
re ce ive d , e sp e c ia lly w h e re  t h e y h a ve  
a t t a ch m e n t s  o r in c lu d e  in t e rn e t  lin ks . 



Step Four:  Implement and Enforce Employee 
Privacy and Data Security Policies & Practices

• Employee -related privacy and 
data security policies will only 
be effective if they are 
implemented and enforced.  

• Make privacy and data security
a core part of your workplace 
culture.
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Critical Managerial/Supervisory Role 
in Implementation
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• Employees who feel singled out 
for discipline are more likely to 
claim the discipline was 
discriminatory or retaliatory.

Train (and retrain) 
supervisors to lead 
by example when 
it comes to privacy 
and data security 

policy compliance.



Two 
Additional 
Steps 
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Step 5:  Breach Response Plan

Develop policies 
and procedures, 
and conduct 
training on what to 
do in the event of a 
data breach.
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Step 6:  Apply, Rinse, Repeat

• Prudent employers will 
periodically review, update, and 
re-implement all the (updated) 
privacy and data security 
policies.

• Remember to involve 
employees in this process!
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PRIVACY LAW UPDATE
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Current Landscape of Privacy Law
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2018

• GDPR
(EU Ge n e ra l Da t a
P ro t e c t ion  Re g u la t ion )

• CCPA
(Ca lifo rn ia  Con su m e r
P riva cy Ac t )

2019
State Legislation

• Ha w a ii
• Ma ryla n d
• Ma ssa ch u se t t s
• Mississ ip p i
• Ne w  Me xico  
• Ne w  York
• Ne va d a
• Nort h  Da ko t a
• Rh od e  Is la n d
• W a sh in g t on  

Washington
• W a sh in g t on  P riva cy 

Ac t

• Da t a  Bre a ch

Oregon
• IoT

• Da t a  Bre a ch

• P ossib le  la s t  m in u t e  
d a t a  p riva cy b ill t o  b e  
in t rod u ce d  la t e  in  20 19 
le g is la t ive  se ssion

• HIPAA (h e a lt h  ca re )
• Graham -Leach Bliley 

(fin a n ce )
• PCI DSS (p a ym e n t  

p roce ssin g )
• COPPA (ch ild re n ’s  on lin e  

p riva cy)
• TCPA & CAN -SPAM

(t e le com  & m a rke t in g )
• FTC (d e ce p t ive  p ra c t ice s  re  

con su m e r p e rson a l 
in fo rm a t ion )

Pre -2018



General Data Protection Regulation
Effective Date: May 25, 2018

Applies to:

• Bu sin e sse s, n on p ro fit  
o rg a n iza t ion s, ch a rit ie s  a n d  
e d u ca t ion a l in st it u t ion s t h a t  
co lle c t  o r p roce ss  d a t a  o f EU 
re sid e n t s  a n d  in d ivid u a ls  
p h ysica lly loca t e d  w it h in  t h e  
EU a t  t h e  t im e  t h e  d a t a  is  
co lle c t e d  o r p roce sse d . 
• 250  o r m ore  e m p loye e s, o r
• Fe w e r t h a n  250  e m p loye e s, 

b u t  it s  d a t a  p roce ssin g :
• im p a c t s  t h e  rig h t s  a n d  

fre e d om s o f d a t a  su b je c t s ,
• is  m ore  t h a n  occa sion a l, 

o r
• in c lu d e s ce rt a in  t yp e s o f 

se n sit ive  p e rson a l d a t a . 

Enforcement:

• Ad m in ist ra t ive  fin e s o f 
u p  t o :

• €20 million or 4% of the 
organization’s global 
annual revenue, 
whichever is greater

• Or €10 million or 2% of 
the organization’s global 
annual revenue, 
whichever is greater.

Does not apply to:

• Non -EU companies 
engaging in general global 
marketing.

• Non -EU companies making 
no effort to market in the 
EU or monitor the behavior 
of EU residents. 

• European Union resident 
traveling in the US.

• Purely personal or 
household activity (e.g., 
collecting contact info to 
organize a family 
gathering).
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General Data Protection Regulation

Th e  GDP R 
p ro vid e s  d a t a  
su b je c t s  w it h  
ce rt a in  
fu n d a m e n t a l 
p riva cy rig h t s  
in c lu d in g :

Rig h t  t o  t ra n sp a re n cy (t h e  rig h t  t o  b e  in fo rm e d  a b ou t  t h e  co lle c t ion  a n d  u se  o f on e ’s  p e rson a l 
d a t a ).

Rig h t  t o  a cce ss  t h e ir p e rson a l d a t a .

Rig h t  t o  ob je c t  t o  t h e  p roce ssin g  o f t h e ir p e rson a l d a t a .

Rig h t  t o  re st ric t  t h e  p roce ssin g  o f t h e ir p e rson a l d a t a .

Rig h t  t o  re c t ifica t ion .

Rig h t  t o  e ra su re  (“t h e  rig h t  t o  b e  fo rg o t t e n ”).

Rig h t  t o  d a t a  p o rt a b ilit y.
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Data Subject Rights —Includes Employees



California Consumer Privacy Act of 2018
Effe c t ive  Da t e :  Ja n u a ry 1, 20 20

Applies to:

• An y b u sin e ss  t h a t  o ffe rs  
p rod u c t s  o r se rvice s t o  CA 
re sid e n t s  a n d  co lle c t s  t h e ir 
p e rson a l in fo rm a t ion , 
re g a rd le ss  o f t h e  loca t ion  o f 
t h e  b u sin e ss , a n d :
• h a s $25 m illion  o r m ore  in  

a n n u a l g ro ss  re ve n u e s;
• p osse sse s t h e  p e rson a l 

d a t a  o f 50 ,0 0 0  o r m ore  
con su m e rs, h ou se h o ld s, o r 
d e vice s; o r

• e a rn s m ore  t h a n  50 % o f it s  
a n n u a l re ve n u e  from  
se llin g  con su m e rs’ 
p e rson a l d a t a .

Enforcement:

• AG re g u la t ion s d u e  Ju ly 
1, 20 20

• En fo rce a b le  b y AG 
st a rt in g  Ju ly 1, 20 20

• Su b je c t  t o  a  30 -day 
cure p e riod  

• Civil p e n a lt y u p  t o  
$2,50 0  p e r vio la t ion  o r 
$7,50 0  p e r in t e n t ion a l 
vio la t ion , p lu s 
in ju n c t ion

Does not apply to:

• To  n on p ro fit  o rg a n iza t ion s.
• If e ve ry a sp e c t  o f a  

b u sin e ss’s  co lle c t ion /sa le  o f 
P I t a ke s p la ce  w h o lly 
ou t sid e  o f Ca lifo rn ia .

• Sa le  t o /p u rch a se  from  a  
con su m e r re p o rt in g  
a g e n cy.

• De id e n t ifie d  o r a g g re g a t e d  
P I. 

• P I cove re d  b y HIP AA o r t h e  
Ca lifo rn ia  Con fid e n t ia lit y o f 
Me d ica l In fo rm a t ion  Ac t .

• P I cove re d  b y Gra m m -
Le a ch -Blile y Ac t  o r t h e  
Ca lifo rn ia  Fin a n c ia l 
In fo rm a t ion  P riva cy Ac t .
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California Consumer Privacy Act

Th e  CCP A
p ro vid e s  
co n su m e rs  
w it h  t h e  
fo llo w in g  
rig h t s :

Rig h t  o f Acce ss.

Rig h t  o f De le t io n .

Rig h t  t o  Kn o w  W h a t  P I In fo rm a t io n  is  Co lle c t e d  & 

W h e t h e r P I is  So ld .

Rig h t  t o  Op t  Ou t  o r Op t  In .

Rig h t  o f Eq u a l Se rvice .
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Consumer Rights 



Who/What is Protected? 
• “Con su m e r” = A n a t u ra l p e rson  w h o  is  a  Ca lifo rn ia  re s id e n t .

• Cu rre n t ly in c lu d e s  e m p lo ye e s .

• P e rson a l In fo rm a t ion  (“P I”) re la t in g  t o  a n y CA re sid e n t , re g a rd le ss  
o f a  b u sin e ss’s  re la t ion sh ip  t o  t h e  in d ivid u a l.

• P I = very broad
• Any information that id e n t ifie s , re la t e s  t o , d e sc rib e s, re fe re n ce s, is 

capable of being associated with , o r co u ld  re a so n a b ly b e  lin ke d  
d ire c t ly o r in d ire c t ly w it h  a particular consumer or household . It  
in c lu d e s n o t  ju st  t h e  s t a n d a rd  (n a m e , a d d re ss , e t c .), b u t  a lso  it e m s 
t h a t  in d ire c t ly id e n t ify a  u n iq u e  p e rso n , su ch  a s  a lia se s, IP  a d d re sse s, 
a cco u n t  n a m e s, e t c . It  a lso  in c lu d e s co m m e rc ia l in fo rm a t io n  su ch  a s  
re co rd s o f p ro d u c t s  o r se rvice s p u rch a se d  o r co n sid e re d , o r o t h e r 
p u rch a sin g  h is t o rie s  o r t e n d e n c ie s , a n d  g e o lo ca t io n  d a t a  (i.e ., in t e rn e t  
a c t ivit y in fo rm a t io n  t h a t  is  co lle c t e d  b y o n lin e  t ra ckin g  se rvice s).
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What About Employees? 
• CCP A d o e s n o t  a p p ly t o  P I co lle c t e d  b y a  b u sin e ss  in  ce rt a in  

lim it e d  e m p lo ym e n t -re la t e d  co n t e xt s  until January 1, 2021
• In c lu d e s p e rso n a l in fo rm a t io n :

• Co lle c t e d  fro m  jo b  a p p lica n t s , e m p lo ye e s, b u sin e ss o w n e rs, d ire c t o rs , 
o ffice rs , m e d ica l s t a ff, o r co n t ra c t o rs  a n d  u se d  so le ly in  t h a t  co n t e xt

• Co lle c t e d  fo r e m e rg e n cy p u rp o se s a n d  u se d  so le ly in  t h a t  co n t e xt
• Ne ce ssa ry t o  a d m in ist e r b e n e fit s

• Lim it a t io n s
• Ma y e xe rc ise  “Rig h t  t o  Kn o w ” in  e m p lo ym e n t  co n t e xt
• Ma y b rin g  a  lim it e d  p riva t e  rig h t  o f a c t io n  in  e m p lo ym e n t  co n t e xt
• No n e m p lo ym e n t u se s o f e m p lo ye e  p e rso n a l in fo rm a t io n  
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Other Uses of Employee Data

St a t u t o ry 
e xce p t io n s  d o  
n o t  n e ce ssa rily 
co ve r a ll 
m a n n e r o f d a t a  
p ro ce ssin g  b y 
e m p lo ye rs .

B2B t ra n sa c t io n s & p a rt n e rsh ip s  

Frin g e  b e n e fit s  & p e rks p ro g ra m s

Org a n iza t io n a l s t a t is t ic s

W o rkp la ce  cu lt u re  & e m p lo ye e  m o ra le  a n a lyt ic s

P a rt n e rsh ip s  w it h  o t h e r o rg a n iza t io n s 

Se llin g  o r sh a rin g  d a t a
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Right of Transparency / Right of Notice ✔ ✔
Right of Access ✔ ✔

Right to Opt -Out of PI Processing ✔
Right to Opt -Out of PI Sale ✔ ✔

Right to Restrict ("Selective Opt -out") ✔
Right to Object ✔

Right to Correct PI ✔
Right to Erasure/Deletion ✔ ✔

Right to Data Portability ✔ ✔
Right of Equal Service ✔

Privacy by Design ✔
Stated Lawful Basis ✔

Appoint a Data Protection Officer ✔
Dedicated Link: "Do Not Sell My Personal Information" ✔

2+ Methods to Submit Consumer Requests ✔
Responsible for Proper Handling of PI by Others ✔ ✔

Specific Permissions to Process PI of Children ✔ ✔
Information provided free of charge ✔ ✔

Mandatory provisions in privacy policy/other policies ✔ ✔
Mandatory provisions in 3 rd party contracts ✔ ✔

Data Breach Response Protocols ✔ ✔
Warnings/Notice ✔ ✔

Audits ✔

Government Enforcement ✔
(Attorney General)

✔
(Member State 

Supervisory Authority)

Fines
✔

($2,500 per violation/
$7,500 per intentional violation)

✔
(Up to €10 million or 

2% annual worldwide turnover/up 
to €20 million or 4% annual worldwide 

turnover)

Private Right of Action
✔

($100 to $750 per consumer per incident 
or actual damages)

✔
(Actual damages caused by failure to 

comply with GDPR provisions)

EN
FO

R
C

EM
EN

T
C

O
M

PL
IA

N
C

E
C

O
N

SU
M

ER
 R

IG
H

TS

CCPA GDPR
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Responding to Employee Requests
• Receive the request

• St a n d a rd  fo rm s; e m a il, m a il, p h on e , e t c . 
• Identity Verification 
• Categorize the request:

• Access
• Deletion
• Opt -out/Restrict
• Data Portability
• Information about PI sold ( CCPA only)
• Rectification ( GDPR only)

• Locate the requested data
• Fulfill request
• Respond 

• Free of charge

• Within 45 days ( CCPA) or 30 days ( GDPR)
• In a concise, transparent, intelligible and easily 

accessible form, using clear and plain language

• Recordkeeping
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• Extensions of Time
• CCPA permits up to 90 day extension to 

respond to complex requests
• GDPR provides for a two month extension 

“where necessary, taking into account the 
complexity and number of the requests.” 

• Must inform the employee of the extension 
and give a reason within the initial deadline

• Refusing disclosures
• Unable to verify requester’s identity
• Request is unfounded or excessive ( GDPR )
• More than two requests in a 12 -month 

period ( CCPA, does not apply to deletion or 
opt -out)

• Limiting Disclosures
• Avoid adversely affecting the rights of 

others
• Compliance with laws
• Legal necessity



Case Study: Oregon Trade Exchange
Oregon Trade Exchange is a retailer 
headquartered in Portland. 
OTE has a team of employees who work remotely, 
including an employee who has works for OTE
from his home in San Francisco. 
In 2020, OTE eliminates the employee’s position. 
The employee sends his former supervisor an 
email requesting “copies of all the data you have 
about me, and I demand that you delete all 
personal information you have about me.”

How is OTE required to respond?
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Case Study: Oregon Trade & Exchange
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Does the CCPA apply?

• Ap p lica b ilit y t h re sh o ld s: $25 m illio n  re ve n u e  o r 50 ,0 0 0  co n su m e rs o r h o u se h o ld s.
• Em p lo ym e n t -re la t e d  p e rso n a l in fo rm a t io n : Ja n u a ry 1, 20 21.
• P e rso n a l in fo rm a t io n  co lle c t e d , u se d  o r so ld  fo r o t h e r p u rp o se s.

How must OTE respond to this request?

• Fu ll o r p a rt ia l e xe m p t io n  u n t il Ja n u a ry 1, 20 21
• Rig h t  t o  Acce ss
• Rig h t  t o  De le t io n
• Ve rify e m p lo ye e ’s  id e n t it y
• 4 5 d a ys
• Op t io n  t o  e xt e n d  u p  t o  a n  a d d it io n a l 90  d a ys if t h e  re q u e st  is  co m p le x
• Be w a re  t h e  “lo o k b a ck”



Case Study: Oregon Trade Exchange, Intl.
This time, OTE’s remote employee 
lives in France. 
The employee submits a Data 
Subject Access Request to “make 
all of my personal data available to 
my new employer and then delete 
all personal information you have 
about me.”

How is OTE required to respond?
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Case Study: Oregon Trade Exchange, Intl.
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Does the GDPR apply?

• Ap p lica b ilit y t h re sh o ld s
• EU re sid e n t
• No  e xe m p t io n  fo r e m p lo ye e s o r e m p lo ym e n t  re la t e d  p e rso n a l d a t a

How must OTE respond to this request?

• Fu ll o r p a rt ia l e xe m p t io n  u n t il Ja n u a ry 1, 20 21
• Rig h t  t o  Da t a  P o rt a b ilit y
• Rig h t  t o  De le t io n
• Ve rify e m p lo ye e ’s  id e n t it y
• 30  d a ys
• Op t io n  t o  e xt e n d  re sp o n se  fo r t w o  m o n t h s, re fu se  d isc lo su re  if re q u e st  is  e xce ssive , o r 

lim it  d isc lo su re  t o  p ro t e c t  t h e  rig h t s  o f o t h e rs .



Two models: 
GDP R & CCP A

In d u st ry & 
Co n su m e r 
Lo b b ie s

En fo rce m e n t

Fe d e ra l 
Le g is la t io n

P riva cy b u ilt -in

Co m p re h e n sive  co n su m e r rig h t s

P riva t e  rig h t  o f a c t io n

Ag g re ss ive  re g u la t o ry e n fo rce m e n t  b y s t a t e s

P riva t e  Rig h t  o f Ac t io n

Fe d e ra l le g is la t io n  w o u ld  b rin g  co n sis t e n cy a n d  lim it  s t a t e  AGs

Ga in  a  co m p e t it ive  e d g e  b y e m b ra c in g  p riva cy a s  a  va lu e
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Th e  Fu t u re  o f P riva cy Re g u la t io n : 
5 Ye a r Ou t lo o k



Transparency.

Co n se n t .

Acce ssib ilit y.

Ch o ice .

Min im ize  
Im p a c t .

A w o rkp la ce  cu lt u re  o f se n sit ivit y t o  d a t a  p riva cy. 

Tre a t  e sse n t ia l e m p lo ye e  in fo rm a t io n  a s  h ig h ly se n sit ive .

Tre a t  n o n -e sse n t ia l in fo rm a t io n  a s  co n su m e r p e rso n a l in fo rm a t io n .

Ca re fu l u se  o f e m p lo ye e  a n a lyt ic s  so ft w a re  a n d  t o o ls .

Re m e m b e r t h e  sp irit  o f t h e  la w .

No  p e n a lt ie s .
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When in Doubt
Be st  P ra c t ice s



Using Data for Good
All com p a n ie s  
a re  t e ch  
com p a n ie s .

De m a n d  fo r 
in n ova t ive  
so lu t io n s .

Ta ilo re d  
so lu t io n s .

Da t a  is  a  b u sin e ss  a sse t .

Da t a  m a p p in g .

Da t a  h yg ie n e .

Co m m e rc ia l re la t io n sh ip s .

Co m m e rc ia l co n t ra c t s .

Clie n t  co n fid e n ce .
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Fre e  o n e -h o u r co n su lt a t io n  t o  a sse ss  
a  co m p a n y’s d a t a  la n d sca p e

De ve lo p  p ric in g  st ru c t u re  re fle c t ive  o f n e e d

It  n e ve r h u rt s  t o  g o  in  fo r a  ch e cku p …

Eva lu a t e  risks a n d  lia b ilit ie s  

Bu ild  re co m m e n d e d  su it e  o f le g a l se rvice s 



11.4.2019 ©20 19 La n e  P o w e ll P C 66

Meet Our 
Privacy & Data Security Team
W e  p ro vid e  fu ll se rvice  co u n se lin g  a t  e ve ry s t a g e  
o f t h e  d a t a  life cyc le . Ou r a t t o rn e ys a re  le a d in g  e xp e rt s  
in  s t a t e , fe d e ra l a n d  in t e rn a t io n a l s t a t u t e s  a n d  
re g u la t io n s  in c lu d in g  GDP R, CCP A, a n d  W P A, 
a lo n g sid e  d e ca d e s  o f e xp e rie n ce  w it h  HIP AA
co n sid e ra t io n s , co n su m e r fin a n c ia l d a t a  in c lu d in g  
Gra h a m -Le a ch  Blile y a p p lica b ilit y, a n d  m a rke t in g  
p ra c t ice s  u n d e r CAN-SP AM a n d  t h e  TCP A. 

Ou r e xp e rie n ce d  a n d  t e ch n o lo g ica lly sa vvy a t t o rn e ys 
c ra ft  t a ilo re d  s t ra t e g ie s  t o  a ss is t  c lie n t s  in  e ffe c t ive ly 
a n d  e ffic ie n t ly m in im izin g  le g a l a n d  re p u t a t io n a l risk  
re la t e d  t o  t h e  co lle c t io n , u se , s t o ra g e  a n d  lo ss  o f d a t a .  

We help clients with :
 Ta ilo re d  s t ra t e g ie s  fo r 

co m p re h e n sive  p riva cy la w  
co m p lia n ce .

 So lu t io n s  fo r s t a rtu p s   t o  
e n t e rp rise  co m p a n ie s

 P o licy d e ve lo p m e n t  a n d  
im p le m e n ta t io n .

 W e b sit e  re a d in e ss . 

 Sa a S a g re e m e n t s , c lo u d -b a se d  
se rvice  co n t ra c t s , De vOp s a n d  
o th e r t e ch n o lo g y p ro d u c t  a n d  
se rvice  o ffe rin g s .

 Risk e va lu a t io n

 Da ta  b re a ch  re sp o n se  p la n n in g .

 In c id e n t  re sp o n se  
m a n a g e m e n t .

 Re p re se n ta t io n  in  c ivil la w su it s  
a n d  re g u la to ry in ve st ig a t io n s .

 Ta b le to p  e xe rc ise s  a n d  
co rp o ra t e  t ra in in g .

Ju lie  En g b lo o m Da rin  Sa n d s

P e te r Fisk Em ily Ma a ss

Bra n d o n  Arch u le t a Je ff Bre ch t

Let’s Connect
dataprivacy@lanepowell.com

Jeff Duncan Brecht
Sh a re h o ld e r
50 3.778 .2162
b re ch t j@la n e p o w e ll.co m

Emily M. Maass
At t o rn e y
m a a sse @la n e p o w e ll.com
50 3.778 .214 9
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